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ABSTRACT 
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transaction management and electronic rights protection. 
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Author(s)\Breu, M.; Bruggemann-Klein, A.; Haber, C; Weber, R. 
Author Affiliation: Res. Inst, for AppL Software, Tech. Univ. Munchen, 
Germany \ 

Conference Tale: Electronic Publishing '97. New Models and 
Opportunities. Proceedings of an ICCC/IFIP Conference p.237-49 
Editor(s): RowlanovF.; Meadows, J. 
Publisher: ICCC PreV Washington, DC, USA 
Publication Date: 1997\Country of Publication: USA vii+356 pp. 
ISBN: 1 891365 00 2 Material Identity Number: XX-1997-00456 
Conference Title: Proceedings of IFIP Conference on Electronic Publishing 
Conference Date: 14-16 ApnU997 Conference Location: Cambridge, UK 
Language: English Documen\Type: Conference Paper (PA) 
Treatment: Practical (P) \ 

Abstract: The MeDoc (Multimedia electronic Documents) service provides 
access to a distributed full-text library^or computer scientists over the 
Internet. Since the library provides commercial information products, 
accounting and security aspects are of considerable importance in this 
electronic publishing project. MeDoc has developed business, cost and 
payment models that are suitable for electronic library services. The 
partners cooperating in the MeDoc service are\users, providers and 
producers of information products. Their businessHnteraction is based on 
trade as opposed to systems financed by advertising. The cost models 
offered to the users are various forms of subscription and 'pay per view' 
purchase. As payment models, both credit and debit mode\are considered as 
suitable for the MeDoc service. Initially, only registered u^ers are 
admitted to the MeDoc library, so the users can be charged vi\accounts. 
Currently, a clearing agency handles the actual invoice processor the 
MeDoc service. To secure the communication over the Internet whhin the 
MeDoc library, several existing implementations of cryptographic alg\ithms 
have been evaluated against the MeDoc requirements analysis. Commutation 
channels in MeDoc are now secured by transparent encryption mechanisms 
based on the Secure Socket Layer (SSL) protocol. The mechanisms described 
are implemented in a prototype that has been evaluated in a first field ^ 
test from the beginning of 1997. (25 Refs) 

Subfile: C 



the network, regardless of distance, location, or quality of underlying 
media. CRSN comes fully equipped with Network Management and Control. 
Value-added Services, such as Electronic Mail, are also available. (0 
Refs) 
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Descriptors: computer networks; data communication systemsj^dfgital 
communication systems; distributed processing; packet swjj»ttmg 

Identifiers: Corporate Resource Sharing Network; CJ^S^; hardware; software 
; communications network; DP resources; X.25/Jf^5packet-switched network; 
IBM-SNA; UNIVACrDCA; multivendor supptJrt; distributed data processing; line 
utilization; connectivity; IBM; UNIV^e/^PERRY; ICL; Honeywell; 
minicomputers; data transmissmHf^Electronic Mail 

Class Codes: B6210L (Computer communications); C5620 (Computer networks 
and techniques) 
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Equivalent Alerting Abstract US A / 

A swtich is provided for selectively routing digital information / 
packets received from at least two external sources to at least first and / 
second external destinations. At least one of the first sources generates / 
an information packet including a datum, or a request, and a corresponding / 
descriptor. The routing interconnects have inputs for receiving packets / 
from respective sources and outputs for transmitting packets to respective / 
destinations. The interconnects are also coupled for transferring packets / 
between one another. / 

Directories within the interconnects store descriptors corresponding to 
data associated with the first destination, as well as requests routed pm 
the other interconnect. A controller routes packets based on the / 
correspondence, or lack of it, between the descriptor in that packet and an 
entry signal allocated to corresponding directory. / 

ADVANTAGE - Has improved coherency, unlimited scalability, is fully 
dynamic and achievs high performance. / 

Equivalent Alerting Abstract US A / 
The digital data communications appts. includes two processing groups, 

each made up of processing cells interconnected bVan associated bus. An 

element (RRC) transfers information packets geiaferated by the processing 

cells between the two processing groups. The RRC includes an input for 

receiving packets from the bus of the first processing group, as well as 

two outputs for outputting packets to the tyfses of the two groups, 

respectively. / 
A control element routes packets receb/ed at the input to a selected one 

of the outputs based upon a prior history of routings of the datum, 

referenced in that information packet (or requests for that data) between 

the processing groups. / 
ADVANTAGE - Provides multiple instruction multiple data parallel 

processing using shared memory address model. 

Title Terms/Index Terms/Additional Words: DYNAMIC; PACKET; ROUTE; NETWORK; 
SYSTEM; DIRECTORY^ STORAGE; SIGNAL; REPRESENT; PRIOR; HISTORY; DATA; 
ALLOCATE; PROCESS; GROUP 
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00516616 
Secure communication network 
Geschutztes Fernmeldenetz 
Reseau de communication securise 

PATENT ASSIGNEE: 



15 The merchant trusted agent of claim 11, 

wherein said electronic merchandise comprises an encrypted 
electronic object and a decryption ticket capable of y 
decrypting said encrypted electronic object . / 

16 The system of claim 1, wherein said ticket / 
includes the following sections: identifier, components, 
issuer signature, issuer certificate , transfer history, 
and sender signatures. / 

17 The system of claim 16, wherein smd ticket 
is. ..of claim 25, wherein said ' X 
electronic ticket is a decryption^ticket used for 
decrypting an encrypted electronic object . 

30 The method of claim 25^ wherein steps (g) 
and (h) comprise the atfosteps of said merchant 

- 89 trusted agent of^uccessful electronic money receipt . 

31 The method^of claim 25, wherein the steps 
of commiuing by said customer trusted... 
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encryption key, encrypted using their public keys, to the encrypted message . 

content . We present a different means of controlling access to decryption/^ 
keys which can support more flexible access control rules and can bej^r 
reflect security -policy. It is particularly suitable for use in such data^ 
distribution environments as public file servers, bulletin boafas, 
commercial information dissemination services, and groupwa-fe applications. 
Because all participants need to trust central servers, theinethod is less 
suitable for loosely-connected groups than for medium™ large commercial 
or government organizations. (6 Refs) / 
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Set Items Description 

51 6640934 CONTAINER? ? OR OBJECT? ? OR PACKET? ? OR PACKAGE? ? OR HO 

LDER? ? OR WRAPPER? ? OR CAPSULE? ? OR ENVELOPE? ? OR ENCAPSU- 

. L? 

52 96627 S1(3N)(DIGITAL? OR ELECTRONIC?) 

53 47319 S1(3N)(SECURE OR ENCRYPT??? OR ENCYPHER??? OR ENCIPHER??? - 

OR CIPHER??? OR CYPHER??? OR PROTECT??? OR SELFPROTECT??? OR - 
CRYPTOGRAPH?) 

54 3808250 RULE OR RULES OR RULESET OR INSTRUCTION? ? 

55 100145 CHECKPOINT? ? OR WAYSTATION? ? OR (CHECK OR WAY)()(POINT? 

OR STATION? ?) 

56 1822528 SWITCH OR SWITCHES OR ROUTER? ? OR ROUTING 

57 1474409 CERTIFICATE? ? OR AUTHENTICAT??? OR RECEIPT? ? 

58 576 S2:S3(100N)S4(100N)S5:S6 

59 63 S8(100N)S7 

510 45 RD (unique items) 

511 4 S10NOTPY=1995:2006 

512 933 S2:S3(100N)S4(100N)CONTENT 

513 62 S12(100N)S5:S6 



514 36 RD (unique items) 

515 3 S14NOTPY=1995:2006 

516 3 S15N0TS11 

517 598 S2:S3(50N)S5:S6(20N)S7 

518 330 RD (unique items) 

519 15 S18NOTPY=1995:2006 

520 14 S19N0T(S11 ORS16) 

521 5493 (SECURE OR ENCRYPT??? OR ENCYPHER??? OR ENCIPHER??? OR CIP- 
HER??? OR CYPHER??? OR PROTECT??? OR SELFPROTECT??? OR CRYPTO- 
GRAPH?)(3N)CONTAINER? ? 

522 294 S21(100N)((DIGITAL OR ELECTRONIC)(3N)RIGHTS OR DRM) 

523 152 RD (unique items) 

524 '0 S23NOTPY=1995:2006 

525 1054 S21NOTPY=1995:2006 

526 333 S21(20N)(DELIVER??? OR ROUT???) 

527 185 RD (unique items) 

528 17 S27NOTPY=1995:2006 

529 17 S28N0T(S11 ORS16ORS20) 

530 9347 S2:S3(20N)(DELIVER??? OR ROUT???) 

531 1284 S30(100N)CONTENT 

532 25 S3 1 NOT PY= 1995:2006 

533 224 S30(100N)((DIGITAL OR ELECTRONIC)(3N)RIGHTS OR DRM) . 

534 2 S33NOTPY=1995:2006 

535 27 S32 0R S34 

536 18 RD (unique items) 

537 15 S36N0T(S11. ORS16ORS20ORS29) 
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(c) 2006 ProQuest Info&Learning. All rts. reserv. 
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National defence contractor ships peacetime security software 

Burns, ChristineV 
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...TEXT: private keys and then use^the net management station as an 
objective third party to authenticate^whether the two workstations are 
allowed to communicate and whether theNteta they wish to... 

...initiates this level of security between two workstations, all 
transmissions between them are placed in cryptographic envelopes . 

Only the workstation at either end of the transmission can'unravel the 
encrypted information. During... X. 

...and decryption process, NetLOCK executes error-checking procedures that 
ensure accurate transmission of the data. Encrypted packets are 
transmitted with nonsensitive address and routing information on the ^ 
surface to enable the packets to flow freely over the network. 



